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Software Vulnerabilities

Insider Threats

Where the sensitive information is
concentrated, that is where the spies
will go. This is just a fact of life. 9 9
former NSA official Ken Silva.
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Fully Homomorphic Encryption

mEl Microsoft
Ml Azure

Alice | 12345
Protect your passwords

Let Microsoft Edge check passwords you've  On o Alice91 | 0791 Bob | wordpass

saved in the browser and alert you if they've

been compromised on the internet. m Eve | paS5word
Learn more Asample | 1234
ES Helps prevent identity theft Bob | b4dp455 m Joe | correcth..
) Proactively scans the dark web :

Aice | 12345 Xy 2]

@ Alerts you if your passwords are leaked online
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Delegate the processing of data without giving away access to it



FHE: Theory to Practice
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FHE: Theory to Practice

Enc(0) ® Enc(1) (Ring-) Learning With Errors

c=a-s+e
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FHE: Theory to Practice Binary FHE

Enc(0) ® Enc(1) (Ring-) Learning With Errors

c=a-s+e

FHEW'14, TFHE 16
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R=Z[X]/(X"+ 1)

Gentry ‘09

BGV ‘12, B/FV 12, CKKS ‘16
Arithmetic FHE . s

ree 2

[ 1501 —  Standard Chebyshev
—  Modified Chebyshev
x B

-200  -150 -100  -50 0 50 00 150 200
(a) Approximation of ReLU using different methods
Figure from CryptoDL: Deep Neural Networks over Encrypted Data [HTG17]
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FHE: Theory to Practice

Enc(0) ® Enc(1) (Ring-) Learning With Errors
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Binary FHE
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Evolution of FHE Tools

Algorithms in HEIlib

Abstract. HEIb
I

Hi

! Vietor Shoup'?

void f(...)

{

}

mul_inp(a,b);
relin_inp(a);
add_plain_inp(a,3)
square_inp(z,z);
relin_inp(a);
sub_inp(a,z);
return a;
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Evolution of FHE Tools

void f(...)

{

ctxt ab = a*b + 3;
return ab - z*z; ’

}

Algorithms in HEIlib
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Existing tools make important contributions,
but are too narrowly focussed



End-to-End FHE Toolchain

Computer Program

FHE Compiler

Arithmetic Circuit
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End-to-End FHE Toolchain
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End-to-End FHE Toolchain

Computer Program FHE Compiler Arithmetic Circuit

s

'::‘v ";\'.‘3\

& R

NGy
N\ X

1| Loss of Information



End-to-End FHE Toolchain

Computer Program

FHE Compiler

Arithmetic Circuit
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End-to-End FHE Toolchain

Computer Program FHE Compiler Secure and Efficient FHE Solutions
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End-to-End FHE Toolchain
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End-to-End FHE Toolchain

Computer Program FHE Compiler Secure and Efficient FHE Solutions
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End-to-End FHE Toolchain
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End-to-End FHE Toolchain

Computer Program FHE Compiler Secure and Efficient FHE Solutions

i}

&

i ()

l1l1lll

JIf

IEEE——)

FHE

TTTTT?Y

27



End-to-End FHE Toolchain

Computer Program FHE Compiler Secure and Efficient FHE Solutions
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End-to-End FHE Toolchain

Computer Program FHE Compiler Secure and Efficient FHE Solutions
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HECO Architecture

_ .. other frontends

middle-end

back-ends

Q009

W/

mlir::tensor
// builtin MLIR Dialect
Types
tensor<V>
// e.g., V = secret<T>

Operations

G ©

mlir::arithmetic
// iadd, imul, ...

mlir::scf
// loops

insert extract

mlir: :func
// func_call

HIR

o
[}
n

mlir::emitc
// integrate legacy libs

(E; C++

FHE Libraries
(e.g. SEAL)

/N

mlir::11lvm
// MLIR interface to LLVM IR

dprive::isa
// hardware ISA

* Juneyoung Lee, Prototyping a compiler for homomorphic encryption in MLIR, EuroLLVM’'22

PIR

RIR




HECO: Modular End-to-End Design

Computer Program FHE Compiler Secure and Efficient FHE Solutions

Prog Opt.

Circuit Opt. ﬂ I|
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Abstractions Code Gen. LLLD TTTTTT

FHE

FHE Sche rdizatign. FHE Intermediate Representation Standardization
m= Micrg oft .
- F ');’ — 2018 draft API standard not adopted/implemented
- N ° “‘ — Significant FHE compiler efforts are accelerating
GO gle SAMA — Need to re-visit standardization of abstractions
— Expand beyond “FHE API” abstraction
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SIMD-like Parallelism

Standard C++ Batched FHE

int foo(int[] x,int[] y){ int foo(int[] a,int[] b){ -

int[] r; return a * b; d

for(i =0; i < 6; ++1){ d
rlil = x[i] * y[i] }

} ay’

return r;

} SIMD Batching

x

shuffle

No efficient free permutation or scatter/gather
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SIMD-like Parallelism

Standard C++ Batched FHE

int foo(int[] x,int[] y){ int foo(int[] a,int[] b){ -

int[] r; return a * b; d

for(i =0; i < 6; ++1){ d
rlil = x[i] * y[i] }

} ay’

return r;

} SIMD Batching

x
A

x
A x A

S le rotate

No efficient free permutation or scatter/gather Only cyclical rotations
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